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Computer settings

The use of laboratory instruments that are under control of a Chromatography Data System (CDS) requires an
uninterrupted digital connection with the computer. For a stable digital communication, we recommend
checking/adjusting the following settings:

Pauze the automated installation of updates
Exclude the CDS data folder for the scanner
Indicate the CDS executables to be trusted apps

Windows update
Virus scanner
Firewall

P wnN R

Energy saving Deactivate all power saving options (auto shutdown, sleep,
hybrid sleep and hibernate mode) of the computer hardware

incl. USB and LAN ports

This document shows the detailed settings and screen dumps for a computer that will be running under
Windows 11 (and Clarity CDS as an example).

1.  Pause Windows Updates

By default, the Windows Update feature is enabled on Windows 11 and the system will continuously scan for
updates. To pause the Windows update, open the Windows Update settings (use the search bar to find it).

€ Settings - a X
Q. windows update] a
|
)@ Ao Docurmens Web  Seioss  Fokrs  Phnos | & mwo Windows Update
- @9 Local Account
Bast match |
| Checking for
1z v\f.n_clbrii‘ﬁ;‘udmc settings ‘ Find a setting Q updates..
Settings Windows Update settings |
g 4% Home
' Check for updates More options
~ Advanced Windaws Update K @ o & system
= antians Get the latest updates as soon as they're
£) SBluetooth & devices available _
©J  Be among the first to get the latest nor off @ _
) e i updates, fixes, and improvements as they roll out
Learn more
/ Personalisation
|][| Pause updates Pause for 1 week
B Apps
O Pause for 1 week
@ Accounts
D) Update history Pause for 2 weeks
9 Time & languzge Pause for 3 weeks
8 Gaming Advanced options Pause for 4 weeks
@5 Delivery optimisation, optional updates, e
K Accessibility update settings Pause for 5 weeks
W Privacy & security oo nsider Programme
w builds of Windows to share feedback on new >
| @ Windows Update
T Windows Update is committed to helping reduce carbon emissions.
Learn more
Q@ Gethelp
&7 Give feedback

Change the current settings to the following:

1. Turn off option “Get the latest updates as soon as they’re available”.

2. Pause updates (choose the maximum of 5 weeks).
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2.

Exclude the CDS folder from the virus scanner

To exclude the Clarity CDS program and data folder from the virus scanner, open the Windows Virus & threat
protection (use the search bar to find it):

Q virus and threat|

Q - e e

Best match

| Virus & threat protection
System settings

Search the web.

VirUs 3nd threat - See more seae
3

virus and threat protection
9 p

Settings

(&4

Folders

Virus & threat protection

| Windaws Security

Photos

©
i

a o

(| ]
w

()

Spstem settings

oo

@
&

L)

Hame.

Virus & threat protection
Account protection

Firewall & netwaork protaction
App & browser control
Device securty

Device performance & health
Family options

Frotection history.

@ sertings

1. Select ‘Manage settings’

O Virus & threat protection

Protection for your device against threats.

@ Current threats

No current threats
Last scan; 02/01/20
0 threat(s) found.
iinutes 43 seconds
canned,

409:20 (quick scan)

Quick scan

Sean options
Allowed threats

Protection history

% Virus & threat protection settings

No action needed.

Manage seftings

2 Virus & threat protection updates

Security intelligence is up to date

Have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings

View and change privacy settings
for your Windows 11 Pro device.

Frivacy settings

Privacy dash

Privacy Statement

2. Scroll down to the sub-setting “Exclusions” and click on “add or remove exclusions”.

[ Windows Security

@ Home
| O Virus & threat protection

Account protection

Qo

) Firewall & network protection
B App & browser control

Device security

4 b

Device performance & health

Family options

& @

Settings

@ o

Learn more

Controlled folder access

Protect files, folders, and memory
unauthorised changes by unfriend!

Manage Controlled folder access

on your device from
plications.

Exclusions

Microsoft Defender Antivirus won't

make your device vulnerable.

Add or remove exclusions

scan items that have
been excluded. Excluded items could contain threats that

Exclusions

Add or remove items that you want to exclude from
Microsoft Defender Antivirus scans.

+  Add an exclusion

C:\Clarity
Folder

3. Add the CDS related program/data folder (Clarity in this example) to the exclusions list.

Document 250.7022 rev 01

Page 2 of 7




3.  Allow the CDS app to communicate through the Windows firewall

To let the Clarity CDS program executable through the Window firewall, open the Control Panel (use the search
bar to find it):

2 Control Panel - o X
> v~ 4  E> ControlPanel > v C |Search Control Panel .l
Q control panel
Adjust your computer’s settings Viewby: Category ¥

@ Apps  Documents Web  Settings  Folders  Photos @

Best match

6 System and Security . User Accounts

Review your computer's status

Y Ch tty

Save backup copies of your files with File History @ P Changescoountype
Back up and Restore (Windows 7)

Control Panel

Appearance and Personalisation

View network status and tasks

o Clock and Region
Search the web. Control Panel Hardware and Sound L Change date, time or number formats

=
View devices and printers
system E=0 6 Ease of Access

o control panel - See more search Let Windows suggest settings

results ——— Programs Optimise visual display
‘ 7 open ‘ r Emiauapmgmm ’ ’
£ control panel open >

1. Select ‘System and Security’

2. Click on ‘Allow an app or through Windows Firewall’.
® system and éemn‘ty 7 - |£| x|

i

« v Q » Control Pa... » System and Security > ~ [@&] Search Control Panel yel

Control Panel H . .
ol Fanerome Security and Maintenance

Review your computer's status and resolve issues | ®p Change User Account Control settings
Troubleshoot common computer problems

.

System and Security
Metwork and Internet

Windows Defender Firewall

\
Eﬂ Check firewall status Allow an app through Windows Firewall

Hardware and Scund

Programs

System
View amount of RAM and processor speed | ¢ Allow remote access | Launch remote assistance
See the name of this computer

| User Accounts

Appearance and
Personalisation
Clock and Region \f‘; Power Options

Ease of Access Change what the power buttons do | Change when the computer sleeps

File History

{"5 Save backup copies of your files with File History | Restore your files with File History

a& Back up and Restore (Windows 7)

Back up and Restere (Windows 7) Restore files from backup

| ! % BitLocker Drive Encryption
¥ Manage BitLocker

3. Click on ‘Allow an app or feature through Windows Defender Firewall’ and add the Clarity CDS
executable (Browse for C:\Clarity\Bin\Clarity.exe) to the list of apps. Click OK when done.

Allow apps to communicate through Windows Defender Firewall

To add, change or remove allowed apps and ports, click Change settings.

B Windows Defender Firewall What are the risks of allowing an app to communicate? Change settings
Add an app X
4 | Bm > ControlPanel > System and Security > Windows Defender Firewall
Select the app that you want to add or dick Brawse to find ane that is not Private  Public
. . " listed and then dick OK.
Help protect your PC with Windows Defender Firewall
Control Panel Home
Applications:

Windows Defender Firewall can help to prevent hackers or malicious softw|
Allow an app or feature threugh the Internet or a netwark.
through Windows Defender

Fi Il .
= . v Private networks

®y Change notification settings
% Turn Windows Defender . @ Guest or public networks

Firewall on or off

% Restore defauits Metworks in public places such as airports or cafés
Advanced settings
% 9 Windews Defender Firewall state: on
Troubleshoot my netwark
Incoming connections: Block all connectiol
Details... Remov
path: Cr\Clarity\Bin\Clarity. exe Browse... il smove

What are the risks of unblocking an app? Allow another app

You can choose which network types to add this app to.

Netwark tpss.. cone
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4.

There are two locations at which the power and energy management needs to be adjusted: in the Device

Manager and in the Power Options windows.

Energy saving and power management settings

4a. Energy saving and power management settings in the Device manager

1. Open the Device Manager (use the search bar to find it):

D1

@ device manager|

» Apps  Documents  Web  Settings  Folders  Photos

Best match

Device Manager
Control pane

| =

Device Manager

Control panel

Search the web

device manager - See more search
results

2 oOpen
O device manager control panel >

Open the ‘Ports (COM & LPT)’ list

% Device Manager -
File  Action

e mBe 2

View Help

i Audio inputs and outputs A
® Cameras

[ Computer

- Disk drives

[5d Display adapters

i Firmware

Human Interface Devices

== |DE ATA/ATAPI controllers

= Imaging devices

Keyboards

g Mice and other pointing devices
[ Menitors

[ Network adapters

W Ports (COM & LPT)

= Print queues

™ Printers

I Processors

Right-click and open properties boxes for each COM-port that is used by the CDS.

both to High.

& De

ger
File Action View Help
@ @IEHE = B EXE®

v b SW202203

> ] Audioinputs and outputs
3 Computer
s Disk drives
[ Display adaptors
B Firmware
Fj Human Interface Devices
“@ IDE ATA/ATAP| controllers
(=1 Keyboards
@ Mice and other pointing devices
[ Monitors
P Network adapters
H Portable Devices
@ Ports (COM &LPT)

& InteliR) Active Management Technelogy - SOL (COM3)
= Print queues
[ Processors
By security devices
B Software components
| Software devices
i Sound, video and game controllers
i Storage controllers
= System devices
5> § Universal Serial Bus controllers
> § USB Connector Managers

General FPort Settings Driver Details Everis

Bs persecond: 9600

Databts: 8

Party: None

Stop bits: 1

Flow control:  None

Evvvvevvvvvyw

Advanced Settings for COM3

®iiss FiFO biffers ffequires 16550 compatibie LARTE

Select lower settings to comect connection problems
Select higher settings for faster performance.

Beceive Buffer: Low (1)

Transmit Buffer: Low (1}

COM Port Number:  COM3 ~

Open the ‘Advanced’ option for the active COM ports and set the transmit and receive buffers

Resources

e

Cancel

Cancel |

Defauts | |

High (14) (14

High (16) (16}

Document 250.7022 rev 01



Open the ‘Universal Serial Bus controllers’ list
For each listed item, right-click and select properties.
In all tabs ‘Power management’ uncheck the option “Allow the computer to turn off this device to

save power”.

b =
» @ System devices
w ' Universal Serial Bus controllers

§ ROCKEY4

§ ROCKEY4 USB

§ USB Mass Storage Device
§ USB Root Hub (USB 3.0)
> § USB Connector Managers

Intel(R) USE 3.1 eXtensible Host Controller - 1.10 (M

Intel(R) US nsible Host Controller - 110 {Microsoft) Prop... X
L %  Genel Diver Defals Events Resources Power Management
— g Intel(R) USE 3.1 eXensible Host Controller - 1.10 (Microsoft)

w the computer to tum offthis device to save power

#fhwi this device to wake the computer

General Driver Detais Events Power Management

g USB Root Hub (USB 3.0)

Eﬂuwlhe computer to tum off this deviee to save power

Mlow this device to wake the computer

8. Open the “Network adapters” and find the Ethernet adapter that is used for communication with

the instruments.

General Driver Defals Events FPower Management
gr USB Mass Storage Device

k| @Iaw the computerto tum off this device to save power

Alow this device to wake the computer
Controller - 1.10 (M

o

9. Right-click on the Ethernet adapter and click properties.

10. Go to tab “Power Management” and uncheck “Allow the computer to turn off this device to save

power”. Click OK when done.

i & Device Manager
File Action View Help
CXIEIE]

| kX

~ P SW202203

i Audio inputs and outputs
[ Computer

- Dizk drives

[ Display adaptors

58 Firmware

Hurnan Interface Devices
=@ |DE ATA/ATAP controllers
Keyboards

@ Mice and other pointing devices
[ Monitors

I? Network adapters

A v v vvvwvvvwv

(' WAN Miniport (IKEv2)
[ WAN Miniport (IP)
' WAN Miniport (IPv6)
I WAN Miniport (L2TP)
I WAN Miniport (Network Monitor)
I WAN Miniport (PPPOE)
I WAN Miniport (PPTP)
I WAN Miniport (S5TP)

& Ports (COM & LPT)

=1 Print queues

I Processors

7 Security devices

» B Sofrware ramnnnents

VoW oW v
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I? Intel(R) Ethernet Connection (7) 1219-LM

- o x]
Intel(R) Ethernet Cennection (7) 1219-LM Properties X
General Advanced Driver Details
Events Resources Power Management

[3! Intel{R} Ethemet Connection (7) 1213-LM |

low the computer to tum off this device to save power
Allow this device to wake the computer

Only allow a magic packet to wake the computer

Page 5 of 7



4b. Detailed Power Options settings

Open the Control Panel (use the search bar to find it), and select the ‘System and Security’ settings:

Q  control panel|

» Apps  Documents  Web

Settings  Folders  Photos

Best match

=
Control Panel |g; I

Search the web

Control Panel

system
control panel - See more search 5
results
@ open
£ control panel open >
. . .
1. Click on ‘Power Options.
® System and Security
« ~ 4 @5 ControlPa.. » System and Security » ~ C

Control Panel H N .
ontrolPanet Fome Security and Maintenance

Review your computer's status and resolve issues

o System and Securi
vt d Troubleshoot common computer problems

Network and Internet

Hardware and Seund @k Windows Defender Firewall
el

Check firewall status
Programs

System
View amaunt of RAM and processor speed
See the name of this computer

User Accounts

Appearance and

Search Control Panel

% Change User Account Control settings

Allow an app through Windows Firewall

% Allow remote access

5 Control Panel

> v 4 > ControlPanel »

Adjust your computer's settings

System and Security
Review your computer's status

Save backup copies of your files with File History
Back up and Restore (Windows 7)

Network and Internet
View network status and tasks
Hardware and Sound

View devices and printers

Add a device

d E @

r Programs

Uninstall a program

Launch remote assistance

Clock and Regien \@ Power Options
Change what the power buttons do

Ease of Access

Change when the computer sleeps

File History
€ Save backup copies of your files with File History

a& Back up and Restore (Windows 7)

Back up and Restore (Windows 7)

| % BitLocker Drive Encryption
W\ Manage BitLocker

Restore yourfiles with File History

Restore files from backup

2. Choose ‘High Performance’ and then open the ‘Change plan settings’ menu.

£ Power Options

ol Panel » System and Security > Power Options

Control Penel Home .

Choose or customise a power plan
Choose what the power
buttons do

Create 3 power plan Preferred plans

2 Choose whento tum off the ) Balanced (recommended)

display

A power planis a collection of hardware and system settings (like display brightness, sleep, etc) that manages
how your computer uses power. Tell me more about power plans

balan with energy on

Change plan settings

Change when the computer

sleeps © High performance

Favours performance but may use more energy.

Change plan settings

Hide additional plans

© Power saver

Saves energy by reducing your computer's performance where possible.

Change plan settings

|search Control Panel

Viewby: Category ™

User Accounts
% Change account type

Appearance and Personalisation

Clock and Region
Change date, time or number formats
Ease of Access

Let Windows suggest settings
Optimise visual display

3. A new window will appear. Change the sleep settings to ‘Never’ for both the display and the
computer. Then click on Change advanced power settings.

3 Edit Plan Settings

« ~ A i@ <« PowerOptions » Edit Plan Settings v

Change settings for the plan: High performance

Search Control Panel

Choose the sleep and display settings that you want your computer te use.

2 Tum offthe display: Never v

W Putthe computerto sleep:  Never ~

Restore default s

Save changes

Cancel
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4. A dialog box will appear.

a. Hard disk settings: make sure that it is set to never turn off the hard disk.

o oo

| % Power Options

Advanced settings

Desktop Background settings: set the slide show to pause.
USB settings: disable the USB selective suspend setting.
Processor power management: set min and max processor state to 100%

choose settings that reflect how you want your computer

\[ i Select the power plan that you want to customise, then

to manage power. i

|High performance [Active] -

= Hard disk

Internet Explorer

= Slide show

=g Sleep

= Sleep after

= USB settings

PCl Express

= Display

Multimedia settings

= Turn off hard disk after
)  Setting: Mever

= Desktop background settings

-_— Setting: Paused
= Wireless Adapter Settings

S Power Saving Mode
Setting: Maximum Performance

—_— Setting: Mever
= Allow wake timers
— Setting: Disable

=] USE selective suspend setting
e=)  Setting: Disabled
= Intel(R) Graphics Settings
= Intel(R) Graphics Power Plan
Setting: Maximum Perfermance

= Processor power management
= Minimum processor state
=)  Setting: 100%
= Maximum processor state I

-_— Setting: 100%:

= Turn off display after
Setting: Mever

Bestore plan defaults |

Cancel Apply

5. Click OK when done and save changes.

January 2024. ALEXYS’ is a registered trademark of Antec Scientific. Clarity” and DataApex” are trademarks of DataApex Ltd. Microsoft” and
Windows™ are trademarks of Microsoft Corporation. The information is provided “as is” without warranty of any kind and is subject to change
without notice. Antec Scientific shall not be liable for errors or for incidental or consequential damages in connection with the furnishing, use,
or performance of this document or of any information contained herein.
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